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THE HUMAIN POINT

Florent Fortune
AVP, Sales Engineering - EMEA
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Commercial

Agility
with

Content Security & DLP

Cloud / On-Premise / Hybrid

Pioneer on

Cyber Frontlines
with

Financial Resources

Deep Understanding of Threat Detection

Networking

Innovator
with

Advanced Evasion Prevention

Security at Scale

UNIQUE NEW COMPANY, OFFERING A NEW APPROACH
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KEY CHALLENGES TO PROTECTING USERS ACCESSING DATA

BUSINESS 

TRANSFORMATION

REGULATORY & 

INDUSTRY COMPLIANCE
CYBER CRIME



Copyright © 2017 Forcepoint. All rights reserved. |  5

Prem

AV IDS FW PROXY URL FILTER

Storage PCs PeopleApplications PeopleDevices

StorageApplications
Internet

IPS
NGFW

DLP
SWG

ANTI-MALWARE

Private

Cloud
Public

Cloud

PAST

Web Server

Hybrid

Cloud 

Processing

PRESENT

O
U

T
S

ID
E

IN
S

ID
E

SEG



Copyright © 2017 Forcepoint. All rights reserved. |  6



Copyright © 2017 Forcepoint. All rights reserved. |  7

Inadvertent 

Behaviors

Poorly communicated 

policies and user 

awareness

Broken Business 

Process

Data where it shouldnôt 

be, not where it should 

be

Rogue

Employee

Leaving the 

company, poor 

performance 

review

Criminal Actor

Employees

Corporate espionage, 

national espionage, 

organized crime

Malware

Infections

Phishing targets, 

breaches, BYOD 

contamination

Stolen

Credentials

Credential exfiltration, 

social engineering, 

device control hygiene

MALICIOUS INSIDER COMPROMIZED INSIDERACCIDENTAL INSIDER
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TIMELINE

INCIDENT

PREPARE DEFEND DETECT DECIDE DEFEAT

INFORMATION SECURITY PROGRAM FOCUS

PROTECT CRITICAL 
DATA FROM 

MALICIOUS ATTACK 
AND MISUSE

REDUCE RESPONSE 
TIMES TO INSIDER 

INCIDENTS TO 
COMPLY & PROTECT 

MY BRAND

PROVIDE RAPID 
DETECTION OF 

INSIDER
THREATS

GET BACK TO 
óNORMALô AND 
LEARN FROM 

EVENT ïFEED INTO 
óPREPAREô

UNDERSTAND MY 
SECURITY & RISK 

POSTURE

PRE-BREACH POST-BREACH

RISK MANAGEMENT RESPONSE PLANNING
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Protect as much 

as possible

BREACH

FIXED

Get Back 

To Normal

ADDRESSING THESE CHALLENGES REQUIRES A NEW APPROACH

INCIDENT

Reduce ñDwell Timeò (when threats are in your network)

to minimize theft and damage

INITIAL

COMPROMISE LATERAL MOVEMENT

STOLENSTOLEN

BREACH

OUTSIDE

ATTACKS

INSIDER

THREATS

DEFEND
DETECT

DECIDE

DEFEAT

TIMELINE

Average time to identify
MALICIOUS outsider attacks1256

Average time to identify 
UNINTENTIONAL insider breaches1158


